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1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 6.8.2.2 of TS 33.501.
2
References

[1]
3GPP TS 38.300

NR and NG-RAN Overall Description
3
Rationale

In clause 9.2.2.5 in TS 38.300[1], it describes RNA update procedure. The procedure is similar with transitions from RRC-INACTIVE to RRC-CONNECTED in LTE. The differences are the following: 

1. UE shall include appropriate cause value in the RRC Connection Resume Request message. 

2. When gNB sends the UE back to RRC-INACTIVE state, UE will not respond with MSG5.  
Thus, the differences don't affect the security aspect, and the contribution proposes similar procedure to the key handling at transitions from RRC-INACTIVE to RRC-CONNECTED in LTE.
4
Detailed proposal

*************** Start of Change 1 ****************
6.8
Security handling in state transitions
6.8.2
Key handling at RRC state transitions
6.8.2.2 
Key handling during mobility in RRC-INACTIVE state
Editor's Note: The content of this subclause is about key handling during mobility in RRC-INACTIVE state.
Editor's Note: The terms used in LTE, e.g. resume, suspend, RRC Connection Request, etc. should be updated according to RAN specification, e.g. TS 38.331 [22].

6.8.2.2.1
General

The purpose of this procedure is to allow the UE to notify the network if it moves out of the configured RNA or if UE initiates a periodical RAN-based notification area procedure. The UE and gNB store the AS security context in RRC_INACTIVATE state and reactivate the AS security context when the UE initiate the RAN-based Notification Area Update procedure.
6.8.2.2.2
Key handling at RAN-based notification area update to a new gNB

When the UE decides to initiate the RAN-based notification area procedure as the UE moves out of the configured RNA or if it is a periodical RNA Update procedure, the UE may resume on a new gNB. At this time, the UE, the target gNB, the source gNB and the AMF shall proceed as described in clause 6.8.2.1.3 with the following deviations:

Editor's Note: The source gNB may decide not to retrieve the UE context for the target gNB, The key handling for this scenario is ffs.
After the target gNB retrieved the UE context including the AS security context from the source gNB, the target gNB shall select the appropriate algorithms as described in <TBD
>, derive the new AS keys, initialize all its PDCP COUNTs to zero and activate the new AS keys in PDCP layer. Then, the target gNB responds with a RRC message with NCC and selected algorithms (If the target gNB selects a new algorithm) to send the UE back to RRC_INACTIVE state or move UE to RRC-CONNECTED on SRB1 as described in clause 6.8.2.1.3, integrity protected in PDCP layer using the new AS keys.

After receiving the RRC message from target gNB, the UE shall derive KgNB* according to the NCC, derive RRC integrity key according to the selected algorithm, and check the integrity of the RRC message by verifying the MAC-I. If the RRC message is to send the UE back to RRC-INACTIVE state, after successful verification of the MAC-I, the UE shall store I-RNTI together with the AS security context until the UE decides to resume the RRC connection. If the RRC message is to move the UE to RRC-CONNECTED state, the UE shall perform as described in clause 6.8.2.1.3.
6.8.2.2.3
Key handling at RAN-based notification area update to the same gNB
When the UE decides to initiate a periodical RAN-based notification area update procedure, the target gNB may be the same as the source gNB. If so the single gNB performs the roles of both the source and target gNB. In case that a new RNA is needed to inform the UE, a new KgNB* shall be derived. 
*************** End of Change 1 ****************
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